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Z. RE5nNAEWIE

1. RRARIR

IZRMEELIIRE cC EITHRE, B nginx EABMRERANRIESE, £
fRim R AR SS 2R BUSCINBG 4R TheE . R BRMTIE M DDOS W SR EERE.

BRIME LA CON RBBEBXREBOMBAELEH CC WEMNRSHERE TR
5, SMFESRBANBELATRESZSHERARNK, MZEMBERTRSS
&F CON ZERIEN, EXFVEELEIERZE, EFEHUANIITRES
BEIEE &1 "x-forwarded-for” X4 HTTP header, MIRFLIXIEE LR, WFRER

[AUE/RE TR

2. ZH3E

TEAZERBHNERREE:
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3. PBhiniZiE

CCHE—RBUTILNREA:

o F— IPNEEHRAEARISEFRBESN;

o FUTiHAIRA— URL BRINAREN EBFER;

® R #F 301. 302 8 js BkEE;

® AXFFEIB cookie,

EARImRS TiEDH URL BIBXRME, FRUALEEE URL AMBERE

o FTLAStSIEE XEBARMFAIN, BAREHYEBITESR.

FEWEFHIRZY), iptables RFRBE=EHMN, FFE IPHAEE iptables EliX
nginxe HWEHEHFRE, KEIEKREIX nginx, HTTP BIRXHIBIE K, HEAN P
A9BSR BB HttpGuard WIBES, HttpGuard BN EBRIRENMIFEIE. W8
1Z 1P TiRBE HttpGuard B, BN nginx IRIEFEERY HTTP Code.

M Fail2Ban —EHESBELMIEN nginx HIAAE, BEIRENENICER,
SHBERETE HTTP Code Y nginx ITIAHE KB, MERNIZFBHFHIHE IPib
i, BEMIRAmSEEINNA iptables #,

SEMMA iptables B IP BRI EIBRS8FAT, 15 iptables [HIE, FABERRK
BERIX nginx, ATLA nginx IRBHEEZFH TE, NMERSREEER.

HttpGuard FIBAIFIXERFIA cC WEHEMNF S, TLUEAS R ERUT
i I ae

® IGUFBIGIE;

® 302 BEERISUE;
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® Js BELIGIIE;

® Cookie EEBIIIE,

=, ISiEN

4. iIRIE

® BEIERS: Centos 7.5
® Nginx fRA&: 1.15.1
® HttpGuard: https://github.com/centos-bz/HttpGuard

® Fail2Ban fRA: 0.9.7

5. MiXIFIRES

5/ 10 & Google Cloud EMNEMUIKRTETAHXE, WE Google CODN TR, Mix
Google CDN T R ELE Nginx-Main X&EH#.

WIS Apache ab S SHRILE FH R IKIE ; S GoldenEye HEHL CC Wi ;
Google CON B RFRMEMEGIF, (MIXBFRESD K, Nginx-Main BT AL

M5 PHP-FPM Hizf7&E— vhost, 1% vhost TTEEE— phpinfo WA A F M .
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6. MidIiE

WK SRR D AMEBD, BEXKHE HttpGuard, A 10 @EMB o BI(EA
Apache ab 5 GoldenEye XJ Google CDN #17IXTE, ; M/EREM HttpGuard, BIX
B E.

WHXIRREETKE, TN FHIATNEEEFHEIMMIRAIME. Nginx

pia A SEET:

LI EESWGER, Nginx IRIET 200, MBS BB EH4E LK, 848 HttpGuard
HE, Nginx IRIRT 403, MMAMIRSEIEZEIRY 500 2FE I Nginx F¥T 75 proxy
server Y@ H S AT,

fEX A HttpGuard BIRE T, Google CDN # &% Nginx-Main fR$3 28I

251X 2Gbps, MILHNEREHNEI HEA:
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NGX.HK

[root@gce-cc-base
3
[root@gce-cc-base
20510
[root@gce-cc-base
13752
[root@gce-cc-base
30946
[root@gce-cc-base
32140
[root@gce-cc-base
32953

HttpGuard]#

HttpGuard]#

HttpGuard]#
HttpGuard]#
HttpGuard]#

HttpGuard]#

netstat

netstat

netstat

netstat

netstat

netstat

ESTABLISHED

ESTABLISHED

ESTABLISHED

ESTABLISHED

ESTABLISHED

ESTABLISHED

BBt PHP-FPM {18 Nginx-Main RS 8EH) CPU & F iR Ik

ZEIZ2XREADMNR, EEHP—RUWHLHE Nginx-Main FEI Nginx-Main Z&Z

TR, BEEEHEENER, RBLEHESATRARKELES:

X RINKE, EFEE HttpGuard HIEA, BEHHITNI,
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BRERFEILESRA:

[root@gce-cc-base HttpGuard]# netstat ESTABLISHED
3

[root@gce-cc-base HttpGuard]# netstat ESTABLISHED
40383

[root@gce-cc-base HttpGuard]l# netstat ESTABLISHED
41049

[root@gce-cc-base HttpGuard]# netstat ESTABLISHED

41841
[root@gce-cc-base HttpGuard]# netstat ESTABLISHED
39898
[root@gce-cc-base HttpGuard]# netstat ESTABLISHED
27265
[root@gce-cc-base HttpGuard]# netstat ESTABLISHED
48924

/B A HttpGuard |5, EA Nginx BT ERIBXIRIE 403, BRFHREXF

iwHY PHP-FPM, FrLA CPU RREE RS B HttpGuard BIB R AN E -

5tEl, BEALFIRE HTML B, FTAHRENEREERFE 150Mbps LA
. 1BE Nginx EELEBIRNBRABHA HttpGuard BIE S, FrLAMEN M, Nginx
B CPU EARWBEMR LT,
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!u

. EFIRIR

7. BEPEBEIHS

EHEANE—LESHENTETERAAIN. BLERUSEEZITHE, 8 1P
EEHESBERENE, HEFENBRILIEZRIER HTTP Code; BERINEZ D
TERY HTTP Code B EIZIHEHRY IP iER iptables Rk <.

AAFRERIE=SER, LB BTHRIFE Nginx FERSEHTMAR Nginx,
MY BRIERANTRFEEK, BRI Centos 7.5,

8. HEIHMERR

HAIXE, BRH Centos 7.5, RREFEEUT:

[root@ngx-main ~]# Isb_release -a

LSB Version: :core-4.1-amd64:core-4.1-noarch:cxx-4.1-amd64:cxx-4.1-noarch:desktop-4.1-amd64:desktop-4.1-
noarch:languages-4.1-amd64:languages-4.1-noarch:printing-4.1-amd64:printing-4.1-noarch

Distributor ID: CentOS

Description:  CentOS Linux release 7.5.1804 (Core)

Release: 7.5.1804

Codename: Core

KEBHATRESFLZTEHHENRE, AHEEE, BXA selinux:

# FIFF selinux BLES{4
# 1§ SELINUX= enforcing 182479 SELINUX=disabled
# SRR EERH

[root@ngx-main ~]J# vim /etc/selinux/config

RN R B R ASZHF IPve, AL, HFEITEZKSISHNITARA IPv6:

# ¥TFFERARY grub {4
[root@ngx-main ~]# vim /etc/default/grub
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# #£ GRUB_CMDLINE_LINUX ZEHRINLUTHRA
ipv6.disable=1

# fgn:
GRUB_CMDLINE_LINUX="ipv6.disable=1 rd.lvm.lv=centos_t1/root rd.lvm.lv=centos_t1/swap rhgb quiet"

# STRERFERE, FHITIUATSS
[root@ngx-main ~]# grub2-mkconfig -o /boot/grub2/grub.cfg

NRERZMEE, BN RRETEE, LIERSX TCP AFIRILEEE

# FTFF sysctl.conf X 14

[root@ngx-main ~J# vim /etc/sysctl.conf

# EXPRIFIENI TRAZ

HELCEERTATIELS 30 7, REGHATLIA—AEENTIZE
net.ipv4.tcp_fin_timeout = 30

#1% keepalive HIRIZHERIFIR T 20 5 HH—K
net.ipv4.tcp_keepalive_time = 1200

#FFHE SYN Cookies, =5 SYN BASlaHLiATIE/E Cookies
net.ipv4.tcp_syncookies = 1

#FFIE TIME-WAIT sockets EJFIIEE
net.ipv4.tcp_tw_reuse = 1

#IFIE TIME-WAIT sockets 1REEINTTIEE
net.ipv4.tcp_tw_recycle = 1

A SYN BAZY

net.ipv4.tcp_max_syn_backlog = 8192

HERA TIME_WAIT (RIF, #5858
net.ipv4.tcp_max_tw_buckets = 5000

TRENE, ERRE, LMEILEXEN. MEEHFEE SSHBAHRAITLUT

me, BERNESTEN:

# 10E selinux K&
[root@ngx-main ~]# sestatus

SELinux status: disabled

# MBERESFE IPv6 itk

[root@ngx-main ~]# ip addr

1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
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inet 127.0.0.1/8 scope host lo
valid_Ift forever preferred_|ft forever
2: ens192: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc mq state UP group default glen 1000
link/ether 00:50:56:b6:12:a5 brd ff:ff:ff:ff:ff:ff
inet 10.1.1.122/24 brd 10.1.1.255 scope global noprefixroute dynamic ens192
valid_Ift 6433sec preferred_|ft 6433sec

9. %% NGINX

AXERERATL Ngink IERFARA: 1.15.1, aJLUES AT TE

® https://nginx.org/en/download.html

ETHAEZNHE—ITER, BTERRE:

# TN K

[root@ngx-main ~J# mkdir -p codex/nginx

# HENBRAYSI R

[root@ngx-main ~]# cd codex/nginx/

# REUF
[root@ngx-main nginx]# wget https://nginx.org/download/nginx-1.15.1.tar.gz

# BRESE

[root@ngx-main nginx]# tar zxvf nginx-1.15.1.tar.gz

# ZEFZ lua-nginx-module

[root@ngx-main nginx]# git clone https://github.com/openresty/lua-nginx-module.git

EAFTERT LUA, FILAERIFZAIFER S LUA RIMEERE:

# TR LUA R

[root@ngx-main nginx]# yum install lua-devel -y

AEERBUTHSHITEE (configure). RIFHTE:

# HA Nginx RIS EZR
[root@ngx-main nginx]# cd /root/codex/nginx/nginx-1.15.1/

# configure

11729
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[root@ngx-main nginx-1.15.1]# ./configure --prefix=/usr/local/nginx --sbin-path=/usr/sbin/nginx --conf-
path=/usr/local/nginx/nginx.conf --pid-path=/var/run/nginx.pid --error-log-path=/var/log/nginx/error.log --http-log-
path=/var/log/nginx/access.log --lock-path=/var/lock/nginx.lock --http-client-body-temp-path=/var/tmp/nginx/client_body
--http-proxy-temp-path=/var/tmp/nginx/proxy - -http-fastcgi-temp-path=/var/tmp/nginx/fastcgi - -http-uwsgi-temp-
path=/var/tmp/nginx/uwsgi - -http-scgi-temp-path=/var/tmp/nginx/scgi --with-http_gunzip_module --with-pcre --with-
pcre-jit --with-http_perl_module --with-ld-opt="-WI,-E" --with-http_realip_module --with-http_secure_link_module --
with-http_slice_module --with-http_ssl_module --with-http_stub_status_module --with-http_sub_module --with-
http_v2_module --with-http_addition_module --with-http_xslt_module --with-http_image_filter_module --with-
http_geoip_module --with-http_dav_module --with-http_flv_module --with-http_mp4_module --with-
http_gzip_static_module --with-http_auth_request_module --with-http_random_index_module --with-select_module --with-

poll_module --with-file-aio --with-http_degradation_module --with-libatomic  --add-module=../lua-nginx-module

# YRiE
[root@ngx-main nginx-1.15.1]# make

HEAR

[root@ngx-main nginx-1.15.1]# make install

WIFTAERTIATBSMIN Nginx EERNRIERE:

# 1E Nginx iRASRFESE

[root@ngx-main nginx-1.15.1]# nginx -V

nginx version: nginx/1.15.1

built by gcc 4.8.5 20150623 (Red Hat 4.8.5-28) (GCC)

built with OpenSSL 1.0.2k-fips 26 Jan 2017

TLS SNI support enabled

configure arguments: - -prefix=/usr/local/nginx --sbin-path=/usr/sbin/nginx --conf-path=/usr/local/nginx/nginx.conf
--pid-path=/var/run/nginx.pid --error-log-path=/var/log/nginx/error.log --http-log-path=/var/log/nginx/access.log --
lock-path=/var/lock/nginx.lock --http-client-body-temp-path=/var/tmp/nginx/client_body --http-proxy-temp-
path=/var/tmp/nginx/proxy --http-fastcgi-temp-path=/var/tmp/nginx/fastcgi - -http-uwsgi-temp-
path=/var/tmp/nginx/uwsgi - -http-scgi-temp-path=/var/tmp/nginx/scgi --with-http_gunzip_module --with-pcre --with-
pcre-jit --with-http_perl_module --with-ld-opt=-WI,-E --with-http_realip_module --with-http_secure_link_module --with-
http_slice_module --with-http_ssl_module --with-http_stub_status_module --with-http_sub_module --with-http_v2_module
--with-http_addition_module --with-http_xslt_module --with-http_image_filter_module --with-http_geoip_module --with-
http_dav_module --with-http_flv_module --with-http_mp4_module --with-http_gzip_static_module --with-
http_auth_request_module --with-http_random_index_module --with-select_module --with-poll_module --with-file-aio --

with-http_degradation_module --with-libatomic --add-module=../lua-nginx-module

MINRIZELZEMINERIAT#EH AN Nginx ER 5 HttpGuard:

# BN nginx BR
[root@ngx-main nginx-1.15.1]1# cd /usr/local/nginx/
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# TEfE HttpGuard
[root@ngx-main nginx]# git clone https://github.com/centos-bz/HttpGuard.git

LA, Nginx BERFPFBEUTXHEBR:

# FH Nginx BRTHXHSER

[root@ngx-main nginx]# Il -h

total 68K

-rw-r--r-- 1 root root 1.1K Jul 21 19:04 fastcgi.conf
-rw-r--r-- 1 root root 1.1K Jul 21 19:04 fastcgi.conf.default
-rw-r--r-- 1 root root 1007 Jul 21 19:04 fastcgi_params
-rw-r--r-- 1 root root 1007 Jul 21 19:04 fastcgi_params.default
drwxr-xr-x 2 root root 40 Jul 21 19:04 html

drwxr-xr-x 7 root root 163 Jul 21 19:09 HttpGuard
-rw-r--r-- 1 root root 2.8K Jul 21 19:04 koi-utf

-rw-r--r-- 1 root root 2.2K Jul 21 19:04 koi-win

-rw-r--r-- 1 root root 5.2K Jul 21 19:04 mime.types
-rw-r--r-- 1 root root 5.2K Jul 21 19:04 mime.types.default
-rw-r--r-- 1 root root 2.6K Jul 21 19:04 nginx.conf

-rw-r--r-- 1 root root 2.6K Jul 21 19:04 nginx.conf.default
-rw-r--r-- 1 root root 636 Jul 21 19:04 scgi_params
-rw-r--r-- 1 root root 636 Jul 21 19:04 scgi_params.default
-rw-r--r-- 1 root root 664 Jul 21 19:04 uwsgi_params
-rw-r--r-- 1 root root 664 Jul 21 19:04 uwsgi_params.default
-rw-r--r-- 1 root root 3.6K Jul 21 19:04 win-utf

10. NGINX fific&

BHAEFEEEN HttpGuard NERER S :

lua_package_path "/usr/local/nginx/HttpGuard/?.lua";
lua_shared_dict guard_dict 100m;

lua_shared_dict dict_captcha 70m;

init_by_lua_file '/usr/local/nginx/HttpGuard/init.lua";
access_by_lua_file '/usr/local/nginx/HttpGuard/runtime.lua’;

lua_max_running_timers 1;

BIEEI "lua_package_path”. “init_by_lua_file" 5 "access_by_lua_file” &

13729
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R RIEB AN ERNOXHIRE.
ML ERBERME “"nginx.conf” XHEFR "htep” P, W0:

worker processes 1;

events {

worker_connections 1824;
1
E|

http {
lua_package _path
lua_shared_dict guard_dict 166m;
ed_dict dict captcha 7&m;

include mime.types;
default_type application/octet-stream;

REFTEEN HttpGuard BRTH “config.lua” X4 :

# ¥TFF config.lua 44
[root@ngx-main nginx]# vim HttpGuard/config.lua

# 1EEEZ1THY baseDir IA
baseDir = '/usr/local/nginx/HttpGuard/'

ZIt, B ngink WEEE, BXZIRNE Ngink NEE X145 :

[root@ngx-main nginx]# nginx -t
nginx: the configuration file /usr/local/nginx/nginx.conf syntax is ok
nginx: [emerg] mkdir() "/var/tmp/nginx/client_body" failed (2: No such file or directory)

nginx: configuration file /usr/local/nginx/nginx.conf test failed

HIL “nginx: [emerg] mkdir() "/var/tmp/nginx/client_body" failed (2: No such
file or directory)” 2E A Nginx INRE “tmp” BRTHERAN "nginx” BB R,
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WA FEFhE:

[root@ngx-main nginx]# mkdir /var/tmp/nginx

BE S5 B XMW Nginx Bo & 344 :

[root@ngx-main nginx]# nginx -t
nginx: the configuration file /usr/local/nginx/nginx.conf syntax is ok
Is: cannot access /usr/local/nginx/HttpGuard/captcha/*.png: No such file or directory

nginx: configuration file /usr/local/nginx/nginx.conf test is successful

H I “Is: cannot access /usr/local/nginx/HttpGuard/captcha/*.png: No such file
or directory”" @ E AT HttpGuard B E XG5, X EE IPAINLK IR E 9" captcha”,
EAERERRIESEE R, FTUAHIE SR,

MRAURE AR, NaTLMEMEE X HFH1E “"blockAction” RIEIEEA
“forbidden” , MLATIEIRIE 444 X4 HTTP Code AERINE

MBI SRWIERS, NWEELRE PHP, HEH PHP MIALMRIFEE S

# T4 PHP
[root@ngx-main captchal# yum install php php-gd -y

# HERSEIEBE A
[root@ngx-main captchal]# php /usr/local/nginx/HttpGuard/captcha/getimg.php

EREIEBERFERE 6D FE, MMUFTEREK "php-gd”, ERKIEBER
FEENRERK, B OFRF. TR/EA A HttpGuard BRTAY "captcha”

BRIMETIFSRIHBER:

ain HttpGuardl# 11 captcha/ | more

root root
root root
root root
root root
root root
root root
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I B B Nginx BB & 3214

[root@ngx-main HttpGuard]# nginx -t
nginx: the configuration file /usr/local/nginx/nginx.conf syntax is ok

nginx: configuration file /usr/local/nginx/nginx.conf test is successful

ALARELBEE TMIK, MEBEEIEIT "nginx” BIEIZEa) nginx:

# 35 Nginx
[root@ngx-main HttpGuard]# nginx

# IBERITER
[root@ngx-main HttpGuard]# netstat -anp | grep nginx

tcp 0 0 0.0.0.0:80 0.0.0.0:* LISTEN 12570/nginx: master
unix 3 [ STREAM CONNECTED 84432 12570/nginx: master
unix 3 [ STREAM CONNECTED 84433 12570/nginx: master

REBEENEHRICE Nginx EELFEERSRKE:

Welcome to nginx! X

<« ¢ o © 1011122 - @ N @ =

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

EeREHTREIER:

9 (Windo
(Windoy
(Windoy

5 (Windoy
{Windon
{Windo

) {Windoy
{Windoy

) {Windoy
{Windo

B (Windo
(Windoy

5 (Windoy
{Windon
{Windo

) {Windoy

=
4
4
4
4
4
4
4
4
4
4
4
4
4
4
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11. HttpGuard EeE&E314

HttpGuard FYEC & X4 7E HttpGuard HREF, B A "“config.lua” B9 {4,

REXGHFEENEESRANT:

keyDefine: X keySecret, FBFHAEMIEIER token;

limitRegModules: BREIiERELR :

B state: EHEROFX;

B amongTime: IT#(ATiE;

B maxReqs: FEITHEBEANEXRBEXRY, BIEERKIEINEE,;

B urlProtect: HFERIPAY URLFIFR, ZIFIEN,;

redirectModules: 302 Mg iz sk BEEE B -

B state: EHEROFFX;

B verifyMaxFail: R REBURE, BEIEERRKRIENGE,;

B keySecret: BF 4R token BY key, token BiRINTE URL FIRIXABIHE,
NRIHE IR URL FIRB1Z token, MHENBWIUEKM ;

B amongTime: it#At[E;

B urlProtect: HERIPAY URLFIFR, ZIFIEN,;

JsJumpModules: &iX js BEEECASER:

B state: EHEROFX;

B verifyMaxFail: xR REBURE, BEIEERRKRIENGE;

B keySecret: FITFERL token Y key, token EIRINTE js FIRIEBIHE,

INRIGE BRI URL i BF1Z token, WHEAKRIERM;

17729
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amongTime: 1t#Et8;

urlProtect: TERIPA URLIIER, FIEN;

cookieModules: A&31% cookie IEUFELA :

state: EHIEROFX;

verifyMaxFail: SRAKBURE, BB ERRIEEE;

keySecret: FAF 4L token B key, token ¥GHRNMTE cookie FIRIELE I
B, MRIHEEZERB cookie Fi®HF1Z token, MWHFIEHIGIEKM,;
amongTime: i+#4Ada;

urlProtect: TERIPA URLAIER, FIEN;

autoEnable: BEIFFEENBLEIER

state: EHIERPFFX;
protectPort: WiIEAIRO ;
interval: 1H#XEJ(8];

normalTimes: EZEKE AIIE

3
>
C

IHH

2

il
ik
>
=

exceedTimes: JELL
maxConnection: ERAKIEZEL;

ssCommand: ss i S HIRTHITXFRIBEXT BRIZ
enableModule: FEBMBMAIEIR;

captchaKey: 2 keyDefine IRE N statichf, FEEFHEELIN;

blockAction: BRIABYFEZELZNIE, BIIRE N captcha. forbidden 5 iptables;

captchaTolptables: P EERZBFPBKIN=ENIEN captcha BRIt &

18/ 29
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iptables =8I 88 :
B state: EHEERAOFFX;
B maxRegs: M ERNREKRBKRE, BB iptables %,
m amongTime: 1T%(Ad/8;
® sudoPass: Y@M iptables FIFrEBEER sudo 13 ;
® DblockTime: ZEAda);
® whiteTime: BEWIEFRNBEEITE;
® keyExpire: token B9 key SLAT A ;
® urlMatchMode: PCED url #8=:
B requestUri: url-protect BR THIENLENERBEIFH T TSE;
B uri:url-protect BRTHIENLERNZE decode MBI B AR H S
® captchaPage: WIFMBTNEIKRER;
® reCaptchaPage: BIAIIEMBE IR ERHNAEEKRE;
® whitelpModules: BHEE ip X4, ZFIEN;
® reallpFromHeader: AAFIREIRBNELIHE IP BY HTTP header;
® captchaDir: WIFBEIFBER;
® debug: ATFHEREER;

® |ogPath: 1B BEEKE.
12. HttpGuard BeEiEiY
EABRT, BB EEREN 1 ZBE X, BAXBURAELTETRE M,

19729
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MR B AR IRE AR F SEO. MREL ERFLTF 24 MNFBEABTFHRE, EiX
EZRBR T REFNERAEER,
SR, CHURFEBNRE, BEFRZNERERRIRABNRE, MRNE

PRA&ITEREIR (limitReqModules) BEaIBIB], Hl40:

limitRegModules = { state = "On" , maxRegs = 200 , amongTime = 60, urlProtect = baseDir.."url-protect/limit.txt" },

DIEEREMENXA: Ee0MH, HEIHEA URLIAREE “limit.txt” FARIIE
N BiERREET 200 %, WiFAEEIE (blockAction),

FEIIRIBELIRIB R EE "amongTime” 5 "maxReqs” BIEE, "maxReqs” BY
BEREEWSECHIBFREBIIER s0rS LR

TEIENE, RHEIEXRER (limitReqModules) FTRITHIH AR EREL, ™
BEKRY, BAX D vhost ESimO, BXED Nginx RSEXH.

SR, #BNEEBNFBEHEKERINEE (autobnable), SEIBFNEFNFHHE
R, Bl

o ¥ 80imMd, BaEIHE cookieModules:

autoEnable = { state = "On", protectPort = "80", interval = 10, normalTimes = 3,exceedTimes = 2,maxConnection = 50,

ssCommand = "/usr/shin/ss" ,enableModule = "cookieModules"},

NERENENA: AR ssHSE 10 WEE—X 80 mONIEEH, NRE
%5 2 R#BIE 50, M B 5N cookieModules, M1 RIELE 3 R /NF 50, M X ) cookieModules,

F#HFRY, JLARBRERNEESERTE g O EBHESER

autoEnable = { state = "On", protectPort = "80", interval = 10, normalTimes = 3,exceedTimes = 2,maxConnection =
100, ssCommand = "/usr/sbin/ss" ,enableModule = "redirectModules"},
autoEnable = { state = "On", protectPort = "443", interval = 10, normalTimes = 3,exceedTimes = 2,maxConnection =

50, ssCommand = "/usr/sbin/ss" ,enableModule = "cookieModules'},
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autoEnable = { state = "On", protectPort = "443", interval = 10, normalTimes = 3,exceedTimes = 2,maxConnection =

100, ssCommand = "/usr/sbin/ss" ,enableModule = "redirectModules"},

XERENERSIZLERRT, FRE—EHSRRE. BHFTEIENR, B

NIF B HERINEE (autoEnable) FARMKIE Nginx FUIBEKE, MEED ss sl

B

SRRIERE.

MRIRF [/ T RBIIGRHCONZE, WREFH reallpFromHeader I &g,
LUEM “x-forwarded-for” HTTP header F3RENESLAIAHF, 1P, BB SR R E Y
BEEE CON TR IP BEEREERRK.

ANER blockAction IRE A forbidden, BBATEZ IRIIUER M, Nginx BiRIE 444
BLWE, BHLTEHAERE. IRFTEEYLAEM HTTP Code, MWEEEK

“guard.lua” NX{&:

# FIF S
[root@pub-ngx HttpGuard]# vim guard.lua

# 180 561 ITHHIRE

-- 1B RN E

function Guard:forbiddenAction()
ngx.header.content_type = "text/html"
ngx.exit(444)

end

13. HttpGuard izt

ECESEH/E, & blockAction IRE N "captcha”, ARFERIFNE, BHIE
WERS IS UFTA M :
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HER 302 MM Sk B EEAE RS, 25 IR Rl TUE A5 I 302 BRAERI MR AL :

&« ¢ @ ® 101.1.122 - 9 W N o =

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

G OEEE OEsls DEESE (1EGEE G SRE = HME B 5 H s x

Tar i URL Il FfE HTML CSS JS XHR & B ®E ws Hit 0% MEREE o + HAR#
s i =Tk b1 B ESid] EE Bl EEL  Cookie &¥ WA AT

302 GET / £ 10...document  octet-str... 827 F75 Edmht: http://18.1.1.122/ ?key382=1e8feadle3lexpire382=1532181828

[?key3... & 10..document octet-str A GET
ictEibht: 10.1.1.122:80

SR s BEABER, SXREIFREFSHITFS js (CBABIE N :

Welcome to nginx! Pl http://10.1.1.122/ x

g o (@ view-source:http://10.1.1.122/

<{script>window. location. href="/7kevjs=678e684d28&expire js=1532182050" ;</script>

LB H cookie WIFERAES, ZIRRIFREBZBHIN “Set-Cookie” AN Rk :
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. Welcome to nginzx!

c @

M DO Ofsls DFE ((ERESE G orRE — ME B FE B e X
Tar i URL Il HiEE HTML CSS JS XHR =& Bie =HE ws Hit [(JS@fs FMZREF 7o t HAR:
pres3 FiE b= 4 .. E=i] = 7Bl ESL  Coockie $2 WM  HE MRS

@ 10.1.1.122 v @ 1y In @ =

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

G 10..document octet-str... 939 75 EE, i&skmiht: http://10.1.1.122/
ERAE GET
il 10.1.1.122:80
s @ SENIEE FEaL
R HTTP/1.1
HEEEEsk
TBRTSE (327 F79) "
Accept-Ranges: bytes
Connection: keep-alive
Content-Length: 612
Content-Type: application/octet-stream
Date: Sat, 21 Jul 2018 13:58:56 GMT
ETag: "5b531337-264"
Last-Modified: Sat, 21 Jul 2018 11:04:23 GMT

\ Server: nginx/1.15.1
Set-Cookie: keycookie=5f54ac5a7a; path=/

Set-Cookie: expirecockie=1532182196; path=/

14. Fail2ban

AT EI IPHANENIE, BN ERINEER AR E MM fail2ban, £ Centos

ABET, BUELUTHSHITRARE:

[root@ngx-main ~]# yum install fail2ban

Fail2ban EBIZIENEXXABEPHNFZEE, NEENZBEHIXHIEER P iB

i, MEERENEGS, X IP#HITHMAE.

EIXEEEH iptables X IP SLEEBRIFNE,

B5%HE

HEFFENTERNES, LUTE Nginx IBABEB:

10.1.2.73 - - [21/Jul/2018:21:59:56 +0800] "GET / HTTP/1.1" 200 612 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64;
rv:61.0) Gecko/20100101 Firefox/61.0"
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EXERZEIRRAE HTTP MNBA 444 HEERE, HAEHENEE—I=F
ERRY Ip b, fEERAYIEMINT:

<HOST> - - \[\] \".4\" (403]444) \d=\s\" *

IP HBUEASPCECIERI A “<HOST>" K&, fail2ban S ENREIZ P B, AT
Pl AERNEAMIM SRR 444 FF5F, SUEANEEENFHM, BHIELEEIR
MBEETEEE.

ME#HA failzban HEEFERHEH —HEREXHBFERERH:

# HNENER
[root@ngx-main ~J# cd /etc/fail2ban/

# SHRIECEXMY

[root@ngx-main fail2ban]# cp jail.conf jail.local

EAREEEN "local” HEENXHHNMERSTREEERZ N "cont” NEEE N4,
FRLAFER "jail.conf” MR,
mMEE “jaillocal” XIEMNRBFEMUATARS:

[ngx-log-40x]

enabled = true

port = http,https

filter = ngx-40x

logpath = /var/log/nginx/access.log

action = %(banaction)s[name="%(__name__)s-tcp, port="%(port)s", protocol="tcp", chain="%(chain)s",
actname=Y%(banaction)s-tcp]

%(mta)s-whois[name=%(__name__)s, dest="%(destemail)s"]

maxretry = 10

findtime = 1800

bantime = 86400

ignoreip = 127.0.0.1 10.1.1.122

F—TREMUNETR, ERNEESXNAT:
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NGX.HK

Enabled: EEBRZAN ;
Port: FEE®wO;

Filter: I8ETHILEE;

Logpath: FENEBENHENENTKE;

Action: SEMERIENIE;
Maxretry: & Z Y& KIREL;
Findtime: ITE(AT4<;
Bantime: R ZERTIK;

Ignoreip: ZHEEEY IP,

BHURBARMIRESAY EREA 1P IBIALINN “ignoreip” &, X 1P —B#

HE, REJEEAMNBSHARTEE.

FENEREERNENXE: EAMIE:SE (fiter) PAYIEN SR LEEERI B E

X% (logpath), WIRAEIEEREEIA (findtime) #HILEEITHEE (maxretry),

B R EEENF (action) FRY "ban” #H{F, EEHZEEBITIREE (bantime),

BESE R Z/E (action) M “unban” mN{EfEE

Sehk jail MERMERE, & “filter.d” BRTEIYBA "ngx-40x.conf” BITFIE

L= L

# TS
[root@ngx-main fail2ban]# vim filter.d/ngx-40x.conf

# EARE
[Definition]
failregex = <HOST> - - \[.\] \".x\" (403|444) \d*\s\" *

ignoreregex =
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BILEENIENEEZESRE “failregex” FERFBRIA, TREERUTH SN

1ZH 15 Es

[root@ngx-main fail2ban]# fail2ban-regex /var/log/nginx/access.log /etc/fail2ban/filter.d/ngx-40x.conf

GRUNT:

Running tests

Use failregex filter file : ngx-40x, basedir: /etc/fail2ban

Use log file : /var/log/nginx/access.log
Use encoding : UTF-8
Results

Failregex: 1476 total
|- #) [# of hits] regular expression
| 1) [1476] <HOST> - - \[.#\] \".#\" (403|444) \d*\s\" *

Ignoreregex: O total

Date template hits:
|- [# of hits] date format
| [2248] Day(?P<_sep>[-/])MON(?P=_sep)Year[ :]?24hour:Minute:Second(?:\.Microseconds)?(?: Zone offset)?

Lines: 2248 lines, 0 ignored, 1476 matched, 772 missed

[processed in 0.46 sec]

Missed line(s): too many to print.  Use --print-all-missed to print all 772 lines

ZINBR T, fail2ban 89 iptables IEA “reject”, ZIMESEMBIRIFE

ERWELS, ZIMFRENE EITIEREN, ATLAZEE “drop”.
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FIFLUTXHFIEK:

# FIF

[root@ngx-main fail2ban]# vim action.d/iptables-common.conf

# {884 blocktype
blocktype = DROP

R fail2ban R AFN B HZEIEE:

# IRAFHISDN
[root@ngx-main fail2ban]# systemctl enable fail2ban.service
Created symlink from /etc/systemd/system/multi-user.target.wants/fail2ban.service to

/usr/lib/systemd/system/fail2ban.service.

# MBDEED

[root@ngx-main fail2ban]# systemctl start fail2ban.service

# WBERIIRE
[root@ngx-main fail2ban]# systemctl status fail2ban.service
® fail2ban.service - Fail2Ban Service

Loaded: loaded (/usr/lib/systemd/system/fail2ban.service; enabled; vendor preset: disabled)

Active: active (running) since Sat 2018-07-21 22:46:08 CST; 4s ago

Docs: man:fail2ban(1)
Process: 22368 ExecStart=/usr/bin/fail2ban-client -x start (code=exited, status=0/SUCCESS)
Main PID: 22371 (fail2ban-server)
CGroup: /system.slice/fail2ban.service
L—22371 /usr/bin/python2 -s /usr/bin/fail2ban-server -s /var/run/fail2ban/fail2ban.sock -p
/var/run/fail2ban/fail2ban.pid -x -b

Jul 21 22:46:08 ngx-main systemd[1]: Starting Fail2Ban Service...

Jul 21 22:46:08 ngx-main fail2ban-client[22368]: 2018-07-21 22:46:08,674 fail2ban.server [22369]: INFO
Starting Fail2ban v0.9.7
Jul 21 22:46:08 ngx-main fail2ban-client[22368]: 2018-07-21 22:46:08,674 fail2ban.server [22369]: INFO

Starting in daemon mode

Jul 21 22:46:08 ngx-main systemd[1]: Started Fail2Ban Service.

A A fail2ban K& iptables RS, FRLABRINZIRSZS EET AT EEZTHRE:

[root@ngx-main fail2ban]# systemctl status iptables.service

® iptables.service - IPv4 firewall with iptables

Loaded: loaded (/usr/lib/systemd/system/iptables.service; disabled; vendor preset: disabled)
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Active: inactive (dead)

MRRRERRET, WEEFHNLERNEIT:

# L

[root@ngx-main fail2ban]# yum install iptables-services -y

# RAFSEN
[root@ngx-main fail2ban]# systemctl enable iptables.service
Created symlink from /etc/systemd/system/basic.target.wants/iptables.service to

/usr/lib/systemd/system/iptables.service.

# MBNEED

[root@ngx-main fail2ban]# systemctl start iptables.service

# EBJ3 fail2ban

[root@ngx-main fail2ban]# systemctl restart fail2ban.service

AT & iptables BRI NI B LA &L :

[rnntﬁng main fail2banl# iptables
Cl INPUT (policy PT 0 packet
bytes target prnt opt in destination

multiport dpor
state RELATED,ESTABLISHED

state NEW tcp dpt
reject-with icmp-host-prohibited

FORWARD (policy PT © packets, © bytes)
bytes target prot opt in out
0 REJECT all -- * * /0 ¢ ¢ reject-with icmp-host-prohibited

OUTPUT (policy ACCEPT 6 packe ;
bytes target prot opt in out

f2b-ngx-log-40x-tcp (1 referenc
ytes target prot opt in out
0 RETURN all -- = *

fEEZXRFHFRE, JUURIRNKBIIBE P BELH iptables $2&:

[root@ngx
Chain INPUT {policy AC Y
pkts bytes : stination
. &) multiport dport
state RELATED,ESTABLISHED
icmp -- *
all -- 1o : )
tep -- ¥ * 0. : ) state NEW tcp dpt:22

EPT © packets, © byt
prot opt in out source stination

Chain OUTPUT (policy PT 4 packets, 318 bytes)
num  pkts bytes target prot opt in out source destination

tcp (1 references)
target prot opt in out
)6 DROP all -- * *
1 RETURN all -- * *
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REBEUTHESIEE fail2ban RS

[root@ngx-main fail2ban]# fail2ban-client status ngx-log-40x
Status for the jail: ngx-log-40x
|- Filter
| |- Currently failed: 0
| |- Total failed: 30
| - Filelist: /var/log/nginx/access.log
*- Actions
|- Currently banned: 1
|- Total banned: 1

- Banned IP list: 10.1.2.73

ALAKB, jail BFRA "ngx-log-40x" BN T ME] 30 XLENEZB, #H
HEZRHFEZET "“10.1.2.73" X7 IP,

1Z IPISTE 86400 WS BaELE, MRFEFNBEE, WAILIERLUTHS

[root@ngx-main fail2ban]# fail2ban-client set ngx-log-40x unbanip 10.1.2.73
10.1.2.73

Es g:nbin

L]

Nginx. HttpGuard 5 fail2ban ZEERSFERAX CC WEHEHIHEHMERELT,
HttpGuard A AR ZFERBE NS, M fail2ban MR HSLAT iEiE HEXXER

>EH
l]IIFJ*

hee, AETTLIEA iptables, EATLAVR email ELIIRATT

T AIF B RIS E RS ZHRRIEAF I, BRAHDCRASIRAEDL
%, LHE js Bk, ANBEARSER cookie, MRAZHTFRENKET, BFRE
BREXNER, UaXNKRERSME.
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